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1 Introduction 

ImpediMed is a medical device company that designs and produces medical device hardware and 

software. The company is committed to quality as evidenced by its certified processes to EN ISO 13485 

and software is produced to IEC 62304:2006. The company is also committed to security and is 

HITRUST Certified. The company conforms with EN ISO 14971 for its risk assessment and 

management of medical device design and production. 

This document outlines the Penetration / Information Security Testing Summary as performed by our 

Security Penetration Test partner – CENSUS S.A. on SOZO v4.0 App / MySOZO software.  The 

penetration testing occurred in April 2021. 

2 Penetration Testing Role in SW Development 

ImpediMed maintains robust processes that require continuous improvement to our products and 

services. The security penetration test is highly valued by ImpediMed as one way to identify security 

risks and thus lead to improvements in the security of our software solution.  Our general intent is to 

address medium and high security risks in the timeliest fashion, typically in the next Software release 

(if practical) as has been demonstrated in the latest release of software v4.0.  During software 

development, the software team works with our security test partner to develop secure functionality.  

Upon major software releases, penetration testing will be conducted and the process repeated. 

3 Summary of Results 

ImpediMed has adopted the policy of not publishing detailed penetration test results. To do so is 

imprudent from a security perspective as the information could be advantageous to a potential hacker.  

When conducting the penetration testing, Census categorized security risk into high / medium / low 

categories based on the following criteria:  It should be noted that these risk categories are based on 

functionality and security of the system and are not based on patient or health risk. 
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• High risk issues: these are release-critical issues, that may allow an attacker to 

compromise the security of the system  

• Medium risk issues: these are release-critical issues, that may allow an attacker to 

compromise partly the security of the system (e.g. create a denial of service condition)  

• Low risk issues: these are security issues that do not pose a serious threat and are 

sometimes dependent on the exploitation of other issues  

The number of risks identified in version 4.0 were significantly reduced from version 3.0.0. Version 

4.0 maintains zero high and medium risks. Version 4.0 has significant feature updates including 

investment into security and privacy which eliminated many potential risks. 

Summary of risk evolution from 3.0.0 to 4.0: 

Risk 

Category 

# of 

Risks 

identified 

in 3.0.0 

# of 

Risks 

identified 

in v3.1.0 

# of 

Risks 

identified 

in v4.0 

High 0 0 0 

Medium 7 1 0 

Low 13 26 26 

 

The one remaining medium level risk that had been previously identified in the version 3.1.0 

software has been mitigated. ImpediMed has reviewed the low risks (most of which can be mitigated 

by the customer’s MDM and Browser policies) and has accepted them with the commitment to 

continue to improve upon them in the future  software releases where possible. 
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4 Penetration Testing Summary Letter from Census   
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